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Encrypted e-mail Service Overview

A ACH financial reports are made available via an
encrypted e-mail service.

A The financial reports are created, encrypted and sent to a
password protected Internet portal for retrieval (pull
option).

A E-mail notifications are automatically generated to alert
recipients that there are reports at the portal awaiting
retrieval.

A An Internet browser-based portal pull option is the
default manner for accessing the reports. The encrypted
portal can be accessed at https://achedi.com.
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https://achedi.com/

Encrypted e-mail Service Overview \éﬁ

A The notification e-mails have a domain name of
encryptedmail.achedi.com. Ensure that this domain is
not blocked by your company e-mail policy or your
Internet service provider.

A These notification e-mails might be filtered out before
they reach the recipients (e.g. by spam filters). A best
practice Is to access the encrypted Internet portal
directly each day to check for reports.



Encrypted e-mail Portal

A For portal (pull) customers, the ACH financial reports can
be accessed at https://achedi.com.

A Ensure that this site is not blocked by your company
Internet policy or by your Internet service provider.

A Initial account setup and ongoing maintenance
associated with the portal is self-service by the owner of
the e-mail address.

A The portal requires an account (e-mail address) and
password for access.

A The reports are retained in the encrypted Internet portal
for 60 calendar days.


https://achedi.com/

Encrypted e-mail Portal

A Other optional products are available from the vendor
that enable the reports to be pushed directly to the
reci pi e ntmabinbax s@raencrypted manner.

A Additional information about the encrypted e-mail
vendor and the other separately priced options can be
located at
http://zixcorp.com/solutions/emailencryption.php



http://zixcorp.com/solutions/emailencryption.php

Internet Portal Screens

achedi.com

This is the home
page of the
encrypted Internet
portal (achedi.com

N —

Ifthis screen cann@
be displayed, revie
thev e n dowolined |
helpto determine
what may be causit
the issue.

——
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http://www.achedi.com/
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Register an account (e-mail address)
achedi.com

The first tintee
portal is accessef,
the user wileed
to complete a ong¢
time registration

— process to

establish
passwordnd
confirntontrobf
the emailaddress
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http://www.achedi.com/

Register an account (e-mail address)

Wherthe user
initially registers
their account, th
willneed to setupf
a password
following these
rules andetup a
reminder phrass.
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Register an account (e-mail address)

After the user submits their account information, they will
see a screen similar to this one. The next step is to check
their normal e-mail inbox for a confirmation e-mail. This

process is designed to confirm the user has control of this
e-mail address.
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Activating an Account

o Back to Inbox = Archive = Reportspam @ Delete Moveto¥ @ LabelkY More actions¥

ACH EDI Interpreter Encrypted Notification Inbex |x .
P YP This screen represents an

notification@achedi.com to me show details 12:58 PM (3 examp|e of the confirmation e-

mail the user should receive.
Your ACH EDI Interpreter Encrypted password is pending.

To ACTIVATE your new password, click the link below: To aCti\_/ate the account, click on
the Activate link.

https-//achedi.com/s/a?cmd=ABA3SiioMQdOrBGXWI1A3Q

If the user sees a similar e-mail
that they did not initiate, click on
To DECLINE your new password, click the link below: the Decline link. They should
notify the e-mail vendor
immediately.

This is the last step in this one-time process.

https:/fachedi.com/s/d ?Pcmd=ABA3SIioMQdOrBGXWI1A3D

If vour email program does not support active links, please copy and |l
above into the "Address"” or "Location” field of vour browser and press
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Activating an Account

After selecting the activate link, the user will be returned
to the portal, and they should see a similar Activation
Successful screen. Click on the Continue button to view
the ACH reports.
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Internet Portal Screens

achedi.com

If the user ever
forgets their
password, they
should clidkere
and the portal wil
sendhereminder
phrasehey
establishedarlier.

Access to the
portals sekl
service by the
owner of themail
address.
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http://www.achedi.com/

Forgot the Password?

Wherthe user seledtseforgotyourpasswordption, they vade a screen similaf
this one. Entire emailaddress and the portal will Sendser theminder phrase
they establishedrlier.

to
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Internet Portal Screens

achedi.com

Atanytime the user cdiok
here to establish a new
password.

Thislinkcan be used at anyti
toestablish a new passworc
the user cann@membeheir
currenpassword artde

remindgohrase does not help

Ifthe user suspects that the
passwortias been
compromised, they should
change it immediately.

Security best practices
recommend changing
passwordn a monthly basis
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http://www.achedi.com/

Account Locked

« Back to Inbox = Archive @ Report spam | Delete Mowve tow Lakelzw More actionsw

Locked Account Notification Sinbex | x

notification@achedi.com to me show details 1:06 PM (0 minutes ago) | 45 Reply |

This email is to notify you that you have exceeded the allowed number of failed login attempts
for ACH EDI Interpreter Encrypted. As a result, access to this account has been suspended
until:

May 15, 2009 @ 18:36 (GMT)

The last attempt to access your account on ACH EDI Interpreter Encrypted was from IP
address 12.163.97.74.

To unlock your account immediately, simply return to the ACH EDI Interpreter Encrypted login
page and follow the links to change your password. After you submit your new password, you
will receive a password activation email notification. By clicking on the link to accept your new
password, your account will be unlocked immediately.

If the user receives an e-mail similar to this one, they can return to the
portal and use the change your password option to establish a new
password. If the user did not initiate the message by using invalid
passwords while trying to access the portal, they should notify the e-mail
vendor immediately.
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http://www.zixhelp.com/zixport/3.2/webhelp/portalhelp.htm <

Ifthe user
experiences
problemasing the
portal, clidkere to
accessthe e n d
online help.

Ift he usert
accesshe
achedi.com homej
page, the URL to
the online help is
provided above.
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http://www.zixhelp.com/zixport/3.2/webhelp/portalhelp.htm
http://www.zixhelp.com/zixport/3.2/webhelp/portalhelp.htm

Encrypted E-Malil Portal Online Help

http://www.zixhelp.com/zixport/3.2/webhelp/portalhelp.htm

If the user clicks on the Help link or tab,
they will be directed to the e-mail

v e n d onling kelp. Notice that this is
a full feature online help system with
Contents, Index and Search features.
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http://www.zixhelp.com/zixport/3.2/webhelp/portalhelp.htm

Encrypted E-Malil Portal Online Help

achedi.com

Ifthe user cannot
resolve an issue
using thg e n d
onlinenelp, they
will need to send
an email to the

v € n dtechnicad
support area.

O
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http://www.achedi.com/
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Notification e-mail

« Back to Inbox = Archive = Reportspam | Delste Move to¥ | Labels¥ More actions¥

Reports for [Entiy A] from ACHEDI SUBSCRIBING BANK Inbox |3

fmenc+12345678@encryptedmail.achedi show details May 10 (5 days agq

You have an ACH EDI Interpreter Encrypted Mail Message from
fmenc+12345678(@encryptedmail.achedi.com.

@the encrypted message, click h@

Do not reply to this notification message. This notification message was auto-gen
sender's encrypted mail processing system.

The encrypted message expires on Jul 09, 2009 @ 05:47 PM (GMT).

MOTE: If your mail program does not support active links, you can view your encypted message by o
pasting the text below into the “Address™ or “Location™ bar of your Internet browser and press "Enter™

https:/'achedi.com/s'e?m=~ABDGMdkMN1 mvE {HKH2anJLCW pSem=report¥Zerecipienti-40gmail #2ed

Portal users should recaiv
notificationmail alertingpem
that they haveewreports
awaiting retrieval from the
portal.The notificatiomsil
will vary dependingtiom e
mailclient software and
provider. Locdtee link in the
e-mail and click on it. That
directhe user tthe
achedi.com portal whbee
user catog on and access

their ACH repovtigthe portal.

(D

v/
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Notification e-mail

« Back to Inbox = Archive = Reportspam | Delste Move to¥ | Labels¥ More actions¥

Ifthe notificatiomaall is not
Reports for [Entiy A] from ACHEDI SUBSCRIBING BANK :{ received, liias likely been
trapped by a spam filter, moye
toa junkmail area or
encountered similar delivery

fmenc+12345678@encryptedmail.achedi show details May 10 (5 days

You have an ACH EDI Interpreter Encrypted Mail Message from

fmenc+12345678@encryptedmail.achedi.com. prObIemS- The usernedd to
work wittheir emailsupport
To view the encrypted message, click here. area to allow aarail with a

Do not reply to this notification message. This notification message was auto domain name_ of -
sender's encrypted mail processing system. encryptedmall.achedl.como

their institution
The encrypted message expires on Jul 09, 2009 @ 05:47 PM (GMT).
NOTE: If your mail program doss not suppert active links, you can view your enaypted messsgd REMEMNber, s abest practice
pasting the text below into the “Address” or “Locstion” bar of your Intemst browser and eress "E| ) it 1 rely on these notificatibn
hitps: achedi com s/ ?m=ABDGMdEN 1 mu8 | HIKH2an L CWedem=reports 2erecisienteanamail| MAISOUL rather to accdbe
portal directly every day to che
forreports.
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Notification e-m

all

« Back to Inbox = Archive = Reportspam | Delste Move to¥ | Labels¥ IMorq

Reports for [Entiy A] from ACHEDI SUBSCRIBING BANK 1nt

fmenc+12345678@encryptedmail.achedi show details May 10 (5 days

You have an ACH EDI Interpreter Encrypted Mail Message from
fmenc+12345678@encryptedmail.achedi.com.

To view the encrypted message, click here.

Do not reply to this notification message. This notification message was auto
sender's encrypted mail processing system.

The encrypted message expires on Jul 09, 2009 @ 05:47 PM (GMT).

MOTE: If your mail program does not support active links, you can view your encypted messagg
pasting the text below into the “Address™ or “Location™ bar of your Internet browser and press "E

https:/'achedi.com/s'e ?m=~ABDGMdkM1 mvE {HKEH2anJLCW pSem=report¥2ereci pient¥%-40gmail

Ifthe user doesly orthe
notificationmail, pleadee
diligent to assure that the lin
directshem tohevalid
achedi.coninternet site.

There could be a phishing
attempt where ammail directs
the user tmmilar looking but
different Internet $ram which
a hacker trigediscover the

user o0os. passwaor

Again, it isl@est practicaot to
rely on these notificatomails
but rather accetb® portal

directly every day to check for

reports.

K
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achedi.com

After the orteme
setup and
activation proces
Iscomplete, the

user will enter thtir

e-mailaddress an
password and cli
theSign Inbutton
to accestheir
ACH reports.
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http://www.achedi.com/

Afterthe user hdegged on to the encrypted Internet portal ar
clicked on the Inbox thby should see an inbox view similar t
Locatehereport to download, alick on the link.

D this.
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Nextthe user wdke a screen similar to this.
Click on the attachmerk tadownload it.
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Nextthe user wdke the File Download

dialog box. Select @@enorSave
button.

The reports are in a compressed forn
reduce storage space and transfer tim

After the download is complete, click
file to extract the reports from the zip

Most operating systems include the ak

uncompress (unzip) files. For additio

.

)
f

N

information séeese URLS ;

~

http/support.microsoft.com/kb/25917]
http://support.microsoft.com/kb/30653:
http://wwwZip.org/
http://en.wikipedia.org/wiki/ZIP (file fr
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http://support.microsoft.com/kb/259177
http://support.microsoft.com/kb/259177
http://support.microsoft.com/kb/259177
http://support.microsoft.com/kb/306531
http://www.7-zip.org/
http://www.7-zip.org/
http://www.7-zip.org/
http://www.7-zip.org/
http://en.wikipedia.org/wiki/ZIP_(file_format)
http://www.7-zip.org/

The ACH reposdee
retained in the portal {c
60 calendar days then
automatically deleted
There is no need to
manually delete the
reportshutthey can be
manually deleted if th
user wishedfthe user
needgo retain the
reports longer than 60
calendadaysthey will
need to download the|
reports and save them
their computer

(@ D)
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